Discover 1 Chapter 7 Part II

7.3.1(1) why people attack WLAN

1. What is one of the benefits of wireless networking and what is the downside at the same time?

2. With wireless connectivity, does the attacker need a physical connection to your computer or any of your devices to access your network?

3. Where can the attacker access your network?

4. What harm can the attacker do once they have access to your network?

5. What can we do to protect our wireless network?

6. What is war driving/ walk chalking (More information)?

7.3.1 (2)

7. What is one of the way to gain entry to a wireless network?

8. What is the default setting for the network name or SSID and what should we do to change the default setting?

7.3.1 (3)

9. What are wireless devices shipped with?

10. What will the attacker do if other default settings, such as passwords and IP addressed are not changed?

11. With SSID broadcast turned of and default values changed, are your wireless networks safe?

7.3.2 (1) Limiting Access to a WLAN

12. What is one way to limit access to your wireless network?

13. What is MAC address filtering and how it works?

14. If the MAC address is not located in the database, what will happen?

15. What are some issues with this type of security, for example?

7.3.3 (1) Authentication on a WLAN

16. What is another way to control who can connect to the wireless network?

17. What is the authentication?

18. What is the most common form of authentication?

19. What are the three types of wireless authentication methods?

20. What is open authentication and where it should be used?

7.3.3 (2)

21. What does PSK stand for?

22. What should the AP and client do with PSK and how it works?

23. What is EAP and what does it provide?

24. When using EAP, what should the user, not just the host do?

7.3.3 (3)

25. Once authentication is enabled, what must the client do?

26. If both authentication and MAC address filtering are enabled, what occurs first?

27. Once authentication is successful, what will the AP do?

7.3.4 (1) Encryption on a WLAN

28. What may authentication and MAC filtering do and not be able to do and why?

29. What is the importance of Encryption?

30. What is WEP and what feature does it have?

31. How does a WEP work?

32. What is passphrase?

33. In order for WEP to function, what do the AP and every wireless device do?

7.3.4 (2)

34. What are the weaknesses within WEP?

35. What can attackers do to get to the wireless network?

36. What is one of the methods to overcome the weakness?

37. What is WPA and why is ot considered more secure than WEP?

7.3.4 (3)

38. Do you use Linksys wireless at home?

39. If yes, please use the methods to protect your network.

7.3.5 (1) Traffic Filtering on a WLAN

40. What is traffic filtering and how it works?

41. By removing unwanted, undesirable and suspicious traffic from the network, what can be achieved and give example.

7.4.1 Planning the WLAN

42. What should be included in your plan when performing any installation?

43. What are the most common factors when determining which WLAN standard to use?

44. What is the best way to learn end-user requirements?

7.4.1 (2) 

45. Different standards support different coverage areas. Give example.

46. The existing network also affects new implementation of WLAN standards. Give example.

47. Why is cost a factor?

7.4.1 (3)

48. What is a site survey and why is it important to conduct a site survey?

49. In all cases, it is necessary to consider known sources of interference such as _____________, _________________ and other wireless devices.

7.4.2 installing and securing the AP

50. What are the basic security measures?

51. What are the more advanced security measures?

7.4.3 backing-up and restoring configuration files

52. With most integrated routers designed for the home and small business markets, what should you do to backup configurations?

53. How to use restore process?

54. Why sometimes it is important to restore factory defaults?

7.4.4 updating the firmware

55. Why is it necessary to update the firmware?

56. Why is it important not interrupting once you start the process of updating firmware?

57. Where to find the version of firmware installed?

58. Where can find the updated version of firmware?

59. Why is it better to connect the machine directly to the integrated router with a cable?

